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Quantum Cyber Security 

www.global-qi.com

Post-Quantum Strategic Consulting

  

http://www.global-qi.com
https://www.linkedin.com/company/globalqi
https://twitter.com/DontGamble_Know
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GQI Research Point of View:

Misconception 1: 
Cryptography will take 

decades to break!

Misconception 2: 
Compliance will follow the 

threat.

Misconception 3: 
Quantum’s business utility 

will take time!

The misconception in the market is that quantum tech investments can wait
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Quantum Is Coming:
Q-Day is real, not academic. We could see the first attacks in 3 years and see it accessible to more than just nation-states. 

Threat Timeline
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decrypt later

Transition time Shelf life
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worst case ~5 
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New classical or 
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The Health industry is regarded as providing critical services which have the most immediate work to do.

Compliance urgency depends on your industry:

source:  HSOAC - The Homeland Security Operational Analysis Center 

https://www.rand.org/content/dam/rand/pubs/research_reports/RRA1300/RRA1367-6/RAND_RRA1367-6.pdf
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Data Protection of data at rest and 
data in motion is actually one of 

the nearest term use cases in the 
healthcare and medical device 
industry.  Quantum inspired 

threats pose real compliance 
challenges.

Quantum Utility is Close
Healthcare Use Cases Highlight Data Protection benefits as soon as Today
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Drug 
Testing

Current Range of QC Capabilities
Quantum Computing
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GQI brings independent, durable frameworks and QRaaS expertise to accelerate your transition to cryptographic agility.
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GQI Expertise for you

Durable Frameworks GQI QRaaS Expertise

Engineering Cryptography

Hardware

Infrastructure

Product

Compliance

Data Science Integration Automation

Risk Cyber Security

AI

Protocols Devices

Architecture

Quantum AI | ASI | Agentic Risk & Security Product
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Duty of care impels us to start now:

8

Transition to cryptographic-agility is lengthy, so plan now and build governance championship.

Ability to replace cryptographic libraries without impact 
to product or SLA. Futureproof product for an easy 

upgrade path, and end hard coding. 

Ability to detect and respond to cryptographic attacks. 
Monitor and respond within protocol, library, product, 

portal or data.

Active Cryptographic Agility

Cryptographic Agility
Passive Cryptographic Agility

● Is the ability of a system to switch quickly and easily 
between different cryptographic algorithms and 
primitives without impacting SLA.*

● That’s just a technical definition. What it really does is 
reduces business impact  risk to disruption, loss,  
regulatory drivers and reputation. 

● More importantly it increases ability to innovate, respond 
to market changes, improve operational efficiency and 
integrate (go to market) faster and easier. 

* https://en.wikipedia.org/wiki/Cryptographic_agility
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Quantum Resilience as a Service (QRaaS) is a critical foundation 
to preserve your customer experience and trust you have built amidst heightened quantum and quantum-inspired threats

9

Get it right or Erode Your Customer Experience and 
Trust:

QRaaS Value Delivered

Reduction in cyber risk, and increased 
resilience to cyber attack

Fastest time to Comprehensive 
Cryptographic Insight

Insights into Data Governance

Faster Decision Making by linking to risk 
context

Improved customer experience through 
security, response, and uptime

Reduced cost of compliance by +10%

QRaaS Capabilities QRaaS Outputs

❖ Fully Automated  Cryptographic 

Risk Detection 

❖ Scorecard and Insights

❖ Automated Policy Creation 

Approval-ready

❖ Automation of GRC Tasks

❖ Compliance and Standards +

➢ CMMC v2

➢ FIPS 140-3

Analysis & Reporting

Compliance and Certification

Comprehensive and Automated 
Cryptographic Risk 

GRC Acceleration

Cryptography in 
Product

Cryptography in 
Use GRC Acceleration
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Insights: Tools, Capabilities and Automation

Cryptographic RiskComprehensive 
Fingerprinting Analysis & Reporting

GQI deploys a proprietary and comprehensive toolset to automate and accelerate the analysis process. 
We are able to reach into infrastructure, network, device, data and certificate store to determine Risk, Policy, Compliance. 

Cloud Container Host

Centralized Scan (Agentless) Device-Based Scan (Agent*)

Certificates Keys / Signatures PKI / Keystores

Local Device Network & Infrastructure

Device Identity
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Port * Protocol *

AD/LDAP CACodebase

Sc
an

DBLogs

SIEM

CMDB

SBOM 
Supply Chain

AppStack 
Dependencies

TPM
An

al
ys

is
 E

ng
in

e

GRC Acceleration

CB
O

M

SB
O

M

● Compliant with Governance Frameworks: ITIL, RISK, PKI, NIST, ISO, etc.
● Built with MITRE Att&ck ® Kill Chain mitigation in mind
● Analysis of Risk from malicious Certificates and CA’s 
● FedRamp certification and product STIG analysis
● Compliance Acceleration: CMMC, FIPS, CSF, AI RMF
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GQI QRaaS Accelerates Your Programs and Outcomes

Post-Quantum 
Readiness

Analysis

Quantum Safe 
Migration

Report

Product Quantum 
Resilience

Recommendations Roadmap

Typical initiatives begin with Quantum Safe Migration and build to Post Quantum Resilience.
“Cryptographic Agility” and “Post Quantum Resilience” require long lived programs and strategic investments.

Sample GQI Outputs

Continuous 
Management



Source: Global Quantum Intelligence (GQI) | All rights reserved | © 2024
12

12

AI + Quantum: a Case Study on Revenue 
Generation

Quantum is a force multiplier for solving real-world challenges. Driving Revenue. 

AI Recommender 
Engine

Connect to more data sources

More accurate data attribution

Data pull speedup

Improved SKU delivery

Need: Increase Customer Sales Velocity

What do I show the customer?
How does buying behavior change when…?
What SKUs to show, how to respond to trend?
SKU delivery?
Can we improve data attribution?

Algorithms (Quantum | 
Quantum Inspired)Data Access and 

Processing

Data Acceleration

Data De-Risk

Libraries

Compute

PQC +

Standards + GRC

Situation: Increase sales velocity in-store and online

Task: Use generative AI to create a recommender 
engine based on multivariate input to better predict 
want and recommend products to drive customer 
sales velocity.

Action: 
● Find ways to accelerate AI with quantum
● Determine ways to improve AI training with 

quantum
● Outline ways to de-risk data with quantum 

protection
● Create path to improve application resilience 

with cryptographic agility 
● Align on, prioritize, roadmap the effort

Result: 
Improvement of AI accuracy to drive better outcomes. 
Improved speed and reliability of the AI recommender 
engine. Create in-application agility to standards and 
policy changes and resilience to attacks. 
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Security + GRC + Quantum: a Case Study on Risk 
ReductionQuantum is a force multiplier for solving real-world challenges. Avoiding Problems. 

Roadmap & 
Report

Continuously Monitor

Contextual Scorecard

Fingerprint crypto: network, 
application, data, code

Map to GRC

Need: Ensure data safety and compliance

Can I keep customer data safe?
Are my products resilient to change?
Can I manage risk comprehensively?
Can I verify and Validate?
Data safety, can we de-risk?

Situation: Detect Novel Threats and De-Risk

Task: Understand how cryptography is used in 
protecting data, network and product, then map it back 
to GRC and create a path towards resilience. 

Action: 
● Scan and analyze cryptographic risk to IT and 

infrastructure, application and data
● Determine path to introduce quantum 

technologies to secure in contextualized manner
● Develop and integration plan to feed information 

into GRC and Cyber tools
● Align on, prioritize and roadmap the effort 

involved and create visibility into the process

Result: 
Cryptographic risk reduction and business resilience 
risk reduction in business application agility to 
standards and policy changes, and improved 
resilience to attack. Substantive cost reduction in 
managing the GRC process. 

SOC | SIEM

ApplicationImplementation and 
Integration

Data Acceleration

Data De-Risk

Libraries

Compute

PQC +

Standards + GRC

Data Access and 
Processing

QRaaS
Continuous Crypto-Risk Management

Integrate with Cyber products 
(Fortinet, Crowdstrike, etc.)
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GQI Methodology
Practitioner Driven Approach - GQI marries hands on methods with an asset protection driven mindset.  A successful outcome stems from deliberate 
and defined direction, clarity of action, and verifiable outcomes for business drivers. Our quantum framework is comprehensive, proven and yours. 

Application of Methodology
1. Asset Focus
2. Risk and Contextual Prioritization
3. OSI-like Approach
4. Defense in Depth
5. Quantum Resilient Controls
6. Architecture of Protection
7. Automated Learning
8. Education

Faster Insights
Gain visibility into assets protection through the lens of a contextualized risk approach and 
quantum-level defense. 

Better Response
Match actions to appropriate response to risk materialization as defined.  Iterate on contextualized risks 
as quantum innovations arise and implications for Q-Day and related threats increase.

Resilient and Standards Compliant Data
GQI frames the Quantum tech implications in industry standards already in use in your organization.
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Process

Milestone Responsibility Due Date

Discovery + Scans GQI + Customer 9/01/2024 ± 9/14/2024

Document Analysis + Scans GQI 9/15/2024 ± 9/30/2024

Solution Analysis and 
Architecture

Customer + GQI 10/01/2024 ± 10/21/2024

Preliminary Report GQI 10/22/2024

Report,  Recommendation 
Review and Acceptance

Customer + GQU 10/28/2024

Typical assessment projects are short and sharp 
8 weeks from kickoff to executive read out, and GQI can tailor the approach to fit the way your organization works.

Typical strategy projects are in depth 12-16 week efforts focused on  
target state development, stakeholder buy-in, initiative development, and 

consensus on roadmap outcomes across business units 

Typical strategic execution projects are months / years of embedded teams 
and steering committee advisory. Using GQI frameworks, we inform 

leadership of new quantum developments and contextualize quantum 
advancements in terms that business can use for rapid decision making. 
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A comprehensive approach to resilience is not a “one and done”

 

Developing and executing a strategic roadmap involves 
collaborating with a trusted advisor to understand, contextualize, 

prioritize, and orchestrate the process. Lean on experience to 
guide progress, and ensure continuous adaptation to changes.

QRaaSIn
te

gr
at
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ns

Reporting & 
Insights

Risk & 

Compliance

Roadmap

Autom
ated 

Scanning

Quantum Inside
Quantum Resilience as a Service (QRaaS)
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Contact
Clay Almy | SVP of Sales 
Global Quantum Intelligence, LLC
Washington, DC
202.746.0276 | clay@global-qi.com 
calendly | LinkedIn 

Next Steps

1. Align on the right goals 

2. Refine understanding of key programs, initiatives, and objectives

3. Set time to regroup on GQI questions and deep dive content

4. Identify and engage additional stakeholders to drive consensus on next steps

mailto:clay@global-qi.com
https://calendly.com/clay-global-qi
https://www.linkedin.com/in/clayalmy/
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Security & Product Resilience Needs a Trusted Partner

Militarised malware

Sniffing

Spoofing

Man-in-the-middle

Reconnaissance

Hijacking

Phishing

Exploits

Skills GapIdentify theft

Weak entropy

Identity-first

Breach and attack
simulation

Side Channel attack

Mesh architecture

Spiralling costs
of breach  …  of protection

Remote working

Machine identities

IoT

Data at rest

Data in motion

Data in use

Forward secrecy
Poor implementation

Standards

Security proofs

Digital supply chain

Computational security

Misuse resistance

SSL/TLS

Ransomware

Crypto agility

Edge computing
GDPR

SSHIKE

IPsecDNSSEC

1
8

The cyber security landscape is already a complex, a cloud of overlapping threats and capabilities. Quantum adds more. 

We are help you make sense of Quantum and define contextualized action against this technological complexity. 

GQI is a Trusted Partner To:

Industry

Venture

Government


